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This work considers the problem of designing an active fault-isolation scheme for nonlinear process systems subject to
uncertainty. The faults under consideration include bounded actuator faults and process disturbances. The key idea of
the proposed method is to exploit the nonlinear way that faults affect the process evolution through supervisory feed-
back control. To this end, a dedicated fault-isolation residual and its time-varying threshold are generated for each fault
by treating other faults as disturbances. A fault is isolated when the corresponding residual breaches its threshold.
These residuals, however, may not be sensitive to faults in the operating region under nominal operation. To make these
residuals sensitive to faults, a switching rule is designed to drive the process states, upon detection of a fault, to move
toward an operating point that, for any given fault, results in the reduction of the effect of other faults on the evolution
of the same process state. This idea is then generalized to sequentially operate the process at multiple operating points
that facilitate isolation of different faults for the case where the residuals are not simultaneously sensitive to faults at a
single operating point. The effectiveness of the proposed active fault-isolation scheme is illustrated using a chemical
reactor example and demonstrated through application to a solution copolymerization of methyl methacrylate and vinyl

acetate. © 2013 American Institute of Chemical Engineers AIChE J, 59: 2435-2453, 2013
Keywords: fault diagnosis, process control, active fault isolation

Introduction

The last few decades have witnessed significant improve-
ments in efficiency and profitability of chemical process
operations due to the advances in automatic control techni-
ques. The increased level of automation, however, also
makes process control systems susceptible to control equip-
ment or process abnormalities, such as actuator faults, sensor
faults, and process disturbances. A fault is an unpermitted
deviation of an input, output, or parameter of a process sys-
tem from their usual conditions. Faults are ubiquitously pres-
ent in chemical plants and take place due to reasons such as
mechanical failures, long-term use, power failures, operator
mistakes, and so on. The effects of faults range from process
performance degradation, such as off-spec production, to cat-
astrophic consequences, such as shutdown of the entire plant
(which can lead to substantial economic losses), safety
hazards to facilities and personnel, and damages to the
environment. Timely and accurate detection of a fault and
identification of the faulty equipment is a prerequisite for
operators or fault-tolerant control (FTC) systems to turn the
process back to normal conditions by taking corrective
actions before it runs into a dangerous status that could lead
to shutdown of the entire plant. This realization has moti-
vated significant research efforts to develop automated tech-
niques for fault detection and isolation (FDI) of chemical
process systems.

Correspondence concerning this article should be addressed to P. Mhaskar at
mhaskar@mcmaster.ca.

© 2013 American Institute of Chemical Engineers

AIChE Journal

One approach to FDI uses the information contained in
process data to detect and isolate faults through multivariate
statistical process monitoring (see, e.g., Refs. 1-6 for a
review). From normal plant operating data, empirical correla-
tion models can be built by using multivariate latent variable
methods (see, e.g., Ref. 7), such as principal component
analysis (PCA) and partial least squares, which have been
successfully applied in process industries. These models are
low dimensional and can capture the key information in nor-
mal process data. The current process data are compared
with the normal variation contained in these low-dimensional
models, and abnormal behavior is detected through statistical
tests. Faults can then be isolated by using contribution plots,8
which are able to isolate simple faults (i.e., those that only
affect a particular variable). The isolation of complex faults
(i.e., those that affect other variables) is improved by using
additional data on past faults.” The major benefits of this
approach are that it can handle the case where there are a
large number of measured variables and first principles mod-
els are unavailable. The fault-isolation design, however,
strongly relies on the availability of data on past faults
(which in essence, provide a data-driven model for faulty
operation), which may not always be available for fault
diagnosis.

Another approach that uses the information embodied in a
process (identification or deterministic) model has also been
paid significant attention (see, e.g., Refs. 10-18 for reviews).
In this approach, residuals are generated as fault indicators
by using the analytical redundancy extracted from a process
model and input/output data. Faults are detected and isolated
by monitoring whether or not the residuals breach their
thresholds and using certain isolation logics. This approach
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has been studied extensively for linear (see, e.g., Refs. 19
and 20) and nonlinear (see, e.g., Refs. 21-24) systems. Due
to the presence of plant-model mismatch, residuals that are
sensitive to faults but insensitive to uncertainty and distur-
bances are desired. Unknown input observers are developed
to decouple the effect of unknown inputs, such as disturban-
ces, from that of the faults for linear systems.'” Most chemi-
cal processes, however, exhibit nonlinear dynamics, which
should be taken into account in FDI designs. In this direc-
tion, the problem has been studied by exploiting the system
structure to generate dedicated residuals.”® It has also been
studied using adaptive estimation techniques to handle
unstructured modeling uncertainty for a class of Lipschitz
nonlinear systems.”> Other approaches to FDI include those
that use artificial neural networks® and Bayesian belief net-
works.?®?” Most existing FDI methods, however, are passive
in the sense that they use plant operating data from the
closed-loop system under the controller designed only for
the purpose of stabilizing the process at the nominal operat-
ing point. Therefore, these passive approaches may not
remain effective, if the structure of the closed-loop system
inherently does not allow isolation of certain faults under the
nominal controller.

In comparison, there exist limited results on utilizing the con-
trol action to facilitate fault isolation, which we refer to as
active fault isolation. Along this line, a feedback control law
has recently been utilized to enforce a closed-loop system struc-
ture by decoupling the dependency between certain state varia-
bles, which enhances the isolation of faults through data-based
methods, under the assumption of full state measurements.”®
More recently, this approach has been extended to handle the
case where only output measurements are available and studied
with the use of model predictive control to optimize the input
cost.?? These results, however, do not address problem of distin-
guishing between multiple faults that affect the evolution of the
same process states. This problem is partly addressed for actua-
tor faults by estimating the outputs of the actuators and compar-
ing them with the corresponding prescribed values,*® where it is
assumed that the outputs of the (healthy or failed) actuators are
constant between two consecutive discrete times, and there
exists a subsystem of the plant that satisfies a full rank condi-
tion. In summary, although there are a plethora of results that
rely on the ability to achieve FDI at nominal operation, the area
of FTC stands to benefit from an active fault-isolation frame-
work that takes process nonlinearity and uncertainty into
account, and more importantly enables FDI that might not oth-
erwise be possible under nominal operation.

Motivated by the above considerations, this work consid-
ers the problem of designing an active fault-isolation scheme
for nonlinear systems subject to uncertainty. The rest of the
manuscript is organized as follows. The process description
and a fault detection design are first presented. The faults
under consideration include bounded actuator faults and pro-
cess disturbances that affect the evolution of the same pro-
cess states. Following a motivating example of a solution
copolymerization reactor, the proposed active fault-isolation
design is presented. The key idea of this approach is to
exploit the nonlinear way that faults affect the process evolu-
tion through supervisory feedback control. To this end, a
dedicated fault-isolation residual and its time-varying thresh-
old are generated for each fault by treating other faults as
disturbances. A fault is isolated when the corresponding re-
sidual breaches its threshold. There residuals, however, may
not be sensitive to faults in the operating region under nomi-
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nal operation. To make these residuals sensitive to faults, a
switching rule is designed to drive the process states, upon
detection of a fault, to move toward an operating point that,
for any given fault, results in the reduction of the effect of
other faults on the evolution of the same process state. This
idea is then generalized to sequentially operate the process
at multiple operating points that facilitate isolation of differ-
ent faults for the case where the residuals are not simultane-
ously sensitive to faults at a single operating point. The
effectiveness of the proposed active fault-isolation scheme is
illustrated using a chemical reactor example and demon-
strated through application to a solution copolymerization of
methyl methacrylate (MMA) and vinyl acetate (VAc).
Finally, we conclude with a summary of results.

Preliminaries
Process description
Consider a nonlinear process system described by
1=f(x)+G(x)utw(x,1)+D(x)0(r) (1)

where x=|xy, ...,xn]T € R” denotes the vector of state varia-
bles, u € R™ denotes the vector of input variables, the vector
=, f]" R" - R", and
G=|g], ...,gﬂT :R" — R"XR™ are smooth, the vector
function w=[wy, ..., w,]" : R"X[0,00) — R" denotes process
uncertainty, D(-)=[d[ (), ...,d}(-)]T denotes a fault distribu-
tion matrix function, with d;=[d;1("),....di,(-)], and dj; :
R" — R being a continuous function for j=1,...,¢q, and
0=101, ..., Oq]T € R? denotes the vector of faults, with g<n,
which include actuator faults and process disturbances that
are treated as faults. The origin is an equilibrium point of
the nominal system (i.e., the system of Eq. 1 with w(x,r) = 0
and 0 = 0). To be able to differentiate between nominal
uncertainty and faults, it is required that the system of Eq. 1
satisfies Assumption 1.

Assumption 1. For the system of Eq. 1, there exist

and matrix functions

known functions w;;:R"—= R~ and w;,:R"— R,
i €{1,...,n}, such that
wig(x) < wix, 1) < wiy(x) 2)

for any 7 € [0, 0).

Assumption 1 establishes bounding functions on uncer-
tainty, which will be used in the robust fault detection design
presented next.

Fault detection design

The fault-isolation framework presented in this work
requires a “trigger” resulting from fault detection. To this end,
any of the existing fault detection methods can be utilized. A
representative one is presented and formalized in Theorem 1.
The key idea is to estimate the bounds on the current values
of the process states and determine whether or not the current
state measurements are in between these bounds. These
bounds are estimated using state measurements over a moving
estimation horizon, which is defined as follows

, 0<r<T
T:{T,

where 7'>0 denotes the length of the horizon after the
initialization period (i.e., after time 7).
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Theorem 1. Consider the system of Eq. 1, for which
Assumption 1 holds. Then, there exist vector functions

(=[x (0), s (] and (0= [rru(0), o X (1))
such that if x;(t) & [x;,(1),x;,(t)] for some i€ {1,....n},
then 6(t)#0 for some 7€ [—T,7. Furthermore, if
di(x(7))0(t) < wig(x(1))—w;(x(r),7) for all te[t—T,1,
then x;(r) < x;;(¢). Similarly, if d;(x(1))0(t) > wi,(x(7))
—w;(x(1),7) for all T € [r—T,1], then x;(¢) > x;,(¢).

Proof. The proof is divided into two parts. In the first
part, we show the existence of vector functions x; (¢) and x,
(t) such that if x;(¢) & [x;4(1),x7.(¢)] for some i € {1,...,n},
then 0(t)#0 for some t € [t—T,¢#. In the second part, we
show that if d;(x(1))0(t) < wi(x(t))—wi(x(t),7) for all
7 € [t—T,1], then x;(r) < x;;(¢). By following a similar line
of arguments, it then can be shown that if d;(x(1))0(r) >
Wiy (x(7))—w;(x(7), 1) for all = € [t—T,1], then x;(r) > x;, (7).
Part 1: Consider the time interval [¢t—T.,], with ¢ being the cur-
rent time. Integrating the system of Eq. 1 over [r—T.t] yields

t

D(x(1))0(z)dx 4

() —x(t—T)=F )+W(t)+J

t—=T

where  f(1)=]", [f(x(x))+G(x())u(r)ldr and W()=
Wi(1), ..., W (t)}T—jt ;w(x(1), 7)dr. Let

(1) =x(t=T)+f (1) +wi(7) )
and

xu(t) =x(t*T)+f(t)+Wu(t) (6)
where W, (6)=[14(0), ..., s (1)) =]y wi(x(z))dr  and

Wu(t)=[14~)1,u(t),...,Wn‘,,(t)]TéLCT wy(x(7))dr. As wi(x(t))
< wi(x(t),7) < wiy(x(r)) for any € [t—T,1, i=1,...,n, it
follows that w;; < w;(r) < w;, (). It then follows from Egs.
4-6 that if 0(t)=0 for any t € [f—T,], then the following
equation holds for i € {1, ...,n}

xiy(1) < xi(1) < (1) (7

Therefore, x;(r) & [x;(t),xi,(r)] for some i€ {l,...,n}
implies that 0(t)#0 for some t € [r—T, 1.

Part 2: As d;(x(1))0(1) < wiy(x(7))—wi(x(1), 1)
T € [t—T,1], we have

er,-(x(f))e(f)dKLT i () ~wlx(@), )de g,

=w,-_,,(t)—w,»(t)

It follows from Egs. 4, 5, and 8 that

for all

1

x,»(t)—x,-yl(t):w,»(t)—wi,l(z)-i-J d,»(x(f))@(f)dr <0 (9)

t=T

which implies that
xi(t) < xi(1) (10)

Remark 1. The fault detection design of Theorem 1 ex-
plicitly accounts for process uncertainty. To this end, the
lower and upper bounds, denoted by x; (¢) and x, (¢), on the
process states at the current time ¢ are evaluated by using
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the process model and measurements (which are used in the
integrals of the proof of Theorem 1) over an estimation
horizon of length T subject to the possible realization of
uncertainty. If no faults take place, the process states should
comply with these bounds (i.e., x(7) € [x;(¢),x,(¢)]). Because
the computation of these bounds considers the worst effect
of uncertainty, the only way that any state breaches its
bounds is that a fault takes place. Consequently, the fault
detection design is robust in the sense that there will be no
false alarms before a fault takes place (albeit at the cost of
“small faults” that are indistinguishable from the effect of
uncertainty). In addition, the fault detection design of Theo-
rem 1 can be used to group faults that possibly take place.
Specifically, the fault that takes place is among the group of
the ones for which the elements in the corresponding row of
the fault distribution matrix function are nonzero. As a spe-
cial case, if that group contains only one fault, then the fault
is also isolated.

Remark 2. In addition to the fault detection mechanism,
Theorem 1 also gives explicit conditions on the class of faults
that are detectable. These conditions can be interpreted from
two perspectives. First, the faults should make d;(x(z))0(t)
remain negative or positive over the time interval [r—T.z].
Second, the magnitude of d;(x(t))0(t) should be large enough
over the same period (i.e., larger than that of the difference
between w;(x(1), 7) and w;;(x(t)) or w;,(x(7))). Although the
satisfaction of these conditions guarantees that faults can be
detected, the fault detection design is not limited to this
particular class of faults. In fact, the integral form of these
conditions exactly characterizes the class of faults that are
detectable (e.g., [, di(x(1))0(t)dt < Wi y(t)—W;(t) is used
instead of d;(x(1))0(z ) < wi(x)—wi(x,7) for all T € [1—T,1)).
It essentially considers possible changes in the sign of
di(x(7))0(t) and reflects the accumulating effect of faults.
Note that faults that do not satisfy the conditions in the inte-
gral form may have similar effects as process uncertainty
(reflecting the inherent tradeoff between robustness and fault
sensitivity). If the process operates under an appropriately
designed robust control law, they would not lead to instability
of the closed-loop system.

Motivating Example: A Solution
Copolymerization Reactor

In this section, we consider a solution copolymerization of
MMA and VAc, where monomers A (MMA) and B (VAc)
are continuously fed to a continuous-stirred tank reactor
(CSTR) with initiator (azobisisobutyronitrile), solvent (ben-
zene), and chain-transfer agent (acetaldehyde). A cooling
jacket is equipped to remove the heat of the copolymerization
reaction. The mathematical model for this reactor (in the ab-
sence3 1of recycle streams and inhibitors) is of the following
form

¢ —(2 EONAY
G m)

+(_AHpba>kpbaCaCb ( AH ab)kpubchc .
b
Cp

——R,, j=a,b,is,t

Tr =(To— (= AHpu4)kpaaCuCl. (11)

UA(Tr—T,
iy L AT T
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where C; is the concentration of species j, with subscript
a, b, i, s, and ¢ denoting monomer A, monomer B, initiator,
solvent, and chain-transfer agent, respectively, T is the
temperature in the reactor, Q; is the mass flow rate of spe-
cies k, k=a, b, i, s, t, T, is the temperature in the cooling
jacket, M; is the molar mass of species j, V is the volume of
the reactor, AH is the enthalpy of the reaction, p and ¢, are
the density and the heat capacity of the fluid in the reactor,
respectively, U is the overall heat-transfer coefficient, A is
the heat-transfer area of the reactor, 7, is the temperature in
the cooling jacket, and

R,= [(kpaa + kxaa) Cot (kpba + k,\'ba) Ch] C, (12)
R = [ (kpbr + ko) Cp. + (Kpap +ksan ) Ca. ] Ciy
R,' :k,'C,'

Rs = (kxasca- +kxbscb- )Cv
Rt = (kxatca- +kxbtch- )Cf
o = —h+ VB4l
« 21
C/,. = ﬁCa.
ll :kraa +kdaa + zﬁ(kcab + kdab) + ﬁz (kcbb + kdbh)
12 =0
13 = _2/{,’C,'8
(kpah +kxab)cb
(kpha +kxha)ca

Each of the rate constants is computed through the Arrhenius
equation

ﬁ:

k=Ae E/RT (13)

where A is the pre-exponential constant, E is the activation
energy, and R is the ideal gas constant. The process parame-
ters can be found in Table 1 (see also Ref. 31).

The control objective under fault-free conditions is to
operate the process at the nominal operating point, where
C,=2.534 X 107! kmol/m>, C,=5.838 kmol/m>, C;=2.008
X 107> kmol/m’, C,=2.758 kmol/m’, C,=3.663 x 10~
kmol/m>, and Tr=350.5 K. It is assumed that all the state
measurements are available, and the flow rates Qy, k=a, b, i,
s, t, and the temperature in the cooling jacket T, are chosen
as manipulated input variables. The inputs are bounded as
0<0,<50 kg/h, 0<Q,<120 kgh, 0<Q,<0.5 kg/h,
0<0,<100 kg/h, 0<Q,<10 kg/h, and 320<7.<350 K. The
steady-state values of the inputs corresponding to the nomi-
nal operating point are Q,=18 kg/h, 0,=90 kg/h, 0,=0.18
kg/h, O,=36 kg/h, 0,=2.7 kg/h, and T;=336.15 K. The off-
set-free model predictive control of Ref. 32 is used as the
control law for this process. In the control design, the non-
linear model is linearized around a desired operating point,
which gives a linear model in the following form:
Xp+1=Ax; +Bug, yi=Cxp, where A,B € RO%6 C=1, and the
subscripts k denote discrete times. Furthermore, a disturb-
ance model is used to correct the model prediction, which
is in the following form: Fes1=Ax, +Buy, yi=CXy,

- | x . .
where x= [ € R'? is the vector of states and disturbances,

d

A= {‘3 jﬂ, é:[g} and C=[C 0]. The augmented state
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Table 1. Process Parameters for the Solution
Copolymerization Example

Parameter Value Unit
Vv 1 m’
R 8.314 kJ/(kmol K)
p 8.79x 107 kg/m®
I 2.01 kJ/(kg K)
U 6.0x102 ng(m2 s K)
A 4.6 m
T, 353.15 K
e 1
M, 100.12 kg/kmol
M, 86.09 kg/kmol
M; 164.21 kg/kmol
M 78.11 kg/kmol
Avaa 4.209%x10'" m*/(kmol s)
Acvp 1.61x10° m*/(kmol s)
Adaa 0 m?/(kmol s)
Aapp 0 m>/(kmol s)
Apaa 3.207%x10° m*/(kmol s)
Apab 1.233%10° m>/(kmol s)
Apba 2.103%x10° m>/(kmol s)
Apbi 6.308%x10° m>/(kmol s)
Avua 32.08 m*/(kmol s)
A 1.234 m>/(kmol s)
Avas 86.6 m?/(kmol s)
A 2085.0 m>/(kmol s)
Avha 5.257x10* m*/(kmol s)
A, 1577 mz/(kmol s)
Asps 1514 m”/(kmol s)
Ay 4.163X10° m?/(kmol s)
E; 1.25x10° kJ/kmol
Eepu 2.69x10* kJ/kmol
E.p 4.00x10° kJ/kmol
Ejuu 0.0 kJ/kmol
Ep 0.0 kJ/kmol
Epaa 2.42x10* kJ/kmol
Epap 2.42x10* kJ/kmol
Eppa 1.80x 10" kJ/kmol
Ep 2.42x10* kJ/kmol
E 2.42x10* kJ/kmol
Eva 2.42x10* kJ/kmol
Eus 2.42x10* kJ/kmol

cat 2.42x10* kJ/kmol
Epa 1.80x 10 kJ/kmol
Ewp 1.80x10* kJ/kmol
Eops 1.80x 10" kJ/kmol

bt 2.42x10* kJ/kmol
—AH 0 54.0x10° kJ/kmol

AH 1 54.0%10° kJ/kmol

86.0x10° kJ/kmol
f 86.0x10° kJ/kmol

vector X is estimated using a Luenberger observer. The hold-
time for the control action is chosen as A=3 min, control
horizon T.=2A, and the prediction horizon T,=10A. In the
objective function for model predictive control, the states are
normalized against ranges [0, 1], [0, 8], [0, 5 X 1073, [0,
10], [0, 1], and [340, 355], respectively, and the inputs are
done against the constraints. The matrices used to penalize
the deviations of the normalized states from the steady-state
values and the increments of the inputs are diag[1, 1, 1, 1, 1,
1] and diag[1, 1, 50, 0.5, 1, 1], respectively.

Practical issues, such as parametric uncertainty, time-vary-
ing disturbances, and measurement noise, are considered in
the simulations. Specifically, the values of A,.s, Appar Apaas
Apbs Axass Axpss Axar, and Ay, are 10% smaller than their
nominal values, and those of A, Aipas Axaas and A,y are
10% larger. The bounds on these uncertainties are *15% of
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their nominal values. It is assumed that the inlet streams of
monomer B and solvent are impure. There exist a small
amount of solvent and monomer B in the flows of monomer
B and solvent, respectively. The mass fraction of monomer
B in the flow of solvent is described by 0.02+0.02 sin(?),
and the mass fraction of solvent in the flow of monomer B
is 0.01+0.01 sin(2¢). The upper bounds on the magnitudes
of disturbances in the streams of monomer B and solvent are
3 and 5%, respectively. The measurement noise has a normal
distribution of variance 0.02, 0.2, 0.0005, 0.2, 0.02, and 0.5
in C,, Cp, C;, Cy, C,, and Tg, respectively. It is assumed that
measurements are sampled 20 times evenly between two
successive times when control action is implemented. The
noisy measurements are preprocessed through a moving
average filter, which takes the mean of the previous 20 sam-
ples, before being used for control and FDI.

Consider actuator faults in the process of Eq. 11, which
are denoted by 0;, j=1, ..., 6, for faults in Q,, Qp, Q;, O, O,
and T, respectively. The faults are assumed to be bounded
as |01] <45 kg/h, |05] <25kg/h, 03] <9 kg/h, |04 <
25 kg /h, |0s] <0.675 kg /h, and |0s] <5 K. The expres-
sion of the fault distribution matrix is as follows

1 Ca Ca Ca _ Ca

1 &G G G G G
M, p p p p p
B T ¢ R o A R
p My p p p p
&6 61 a6 a6 G
p=L p p M, p p p
vi .6 6 6 1 6 G
p p p s P p
&6 6 6 6 1 G
p p p p M p
To—Tr To—Tr To—Tr To—Tx To—Tr UA
. P p p p p - pop
(14)

The above expression shows a typical case where there
exist multiple faults that may directly affect the evolution of
the same process states. For example, all the faults in the
flow rate actuators directly affect the evolution of the con-
centration of monomer A, as well as all the other state varia-
bles. For this case, the system is not of the structure that can
be utilized to build dedicated residuals as in Ref. 22. The
FDI design in Ref. 28 would at best identify a group of pos-
sible faults, which may include all the faults in the worst
case. Therefore, the process complexity asks for FDI designs
that take into account the nonlinear way (in the sense that
the fault distribution matrix is not constant, but a function of
the process states) that faults affect the process evolution, as
well as nonlinear dynamics and process uncertainty, motivat-
ing the fault-isolation approach presented next.

Active Fault-Isolation Design

In this section, we present an active fault-isolation
scheme. The key idea of the proposed method is to exploit
the nonlinear way that faults affect the process evolution
through supervisory feedback control. To this end, a special
operating point termed fault-isolation point is first defined,
the property of which can be used to differentiate between
multiple faults. In general, the fault-isolation point is not
identical to the nominal operating point. For the purpose of
fault isolation, a switching rule is then designed to drive the
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process states to move toward a fault-isolation point upon
detection of a fault. To distinguish a particular fault from
other faults, we require information on the magnitudes of
faults, which are characterized in Assumption 2.

Assumption 2. For the system of Eq. 1, 0;; < 0; < 0;,,
i=1,...,q, where 0;; € R™ and 0;, € R* denote the lower
and upper bounds on 0, respectively.

Remark 3. The focus of this work is to design a meth-
odology that is able to isolate complex faults for the case
where multiple faults simultaneously appear on the right-
hand side of a differential equation for the same state vari-
able. Note that if the faults considered are unbounded, then
any fault that takes place may be seen as the occurrence of
any one of the other faults that affect the evolution of the
same state no matter how small the absolute values of the
corresponding weighting coefficient functions (i.e., d;(-) in
the fault distribution matrix function) are. In contrast, this
work considers faults such as biases or drifts, which are
commonly encountered in practice, and take place due to
control actuator malfunctions or process abnormalities, such
as leakage of feedstocks. These faults can be modeled as
bounded (although possibly time-varying) variables as for-
malized in Assumption 2.

We next define a fault-isolation point, which will be used
to generate appropriate control action through a switching
rule for fault isolation.

DErFINITION 1. A point X is a fault-isolation point if there
exists # € R™ such that f(¥)+G(X)i#=0, and for any fault 0;,
Jj=1,...,q, there exists a state x;, i € {1,...,n} such that
dy(x)=0 for all k € {1,...,¢}\{j} and d;#0 for any x € D,
where D C R".

Remark 4. Note that a fault-isolation point needs to sat-
isfy three conditions. First, it is an equilibrium point for the
nominal system (i.e., the system of Eq. 1 with w(x,f) = 0
and 0(¢) = 0). This requirement makes it possible to operate
at a fault-isolation point, at which the remaining two condi-
tions are defined. Second, for a given fault, at a fault-isola-
tion point, there exists at least one system state for which
that fault is the only one that essentially appears on the
right-hand side of the corresponding differential equation.
This requirement makes it possible to isolate a given fault
(even if the third condition is not satisfied; see Remark 9 for
a further discussion). Finally, it is also required that the
second condition is satisfied for all the faults under consider-
ation. This requirement implies that the number of state
variables should not be less than that of the faults and makes
it possible to isolate multiple faults.

Remark 5. Note that fault-isolation points may not
always exist. One example is the case where the fault distri-
bution matrix function is constant (e.g., in the case of a lin-
ear system, but not necessarily). In this case, however, the
process dynamics are less complex, and existing methods
may be used. To illustrate this point, we decompose the sys-

tem state of Eq. 1 as follows: x= [xz,x}r, where x; € R?
and x; € R"9, and consider the x, subsystem described by
Xa=fa(x)+Gy(x)utwy(x,1)+D40(t), where D, is constant,
and f,(-), G4(-), and w,(-,-) are appropriately defined. Multi-
plying both sides of the x, subsystem by D' (if D, is in-
vertible) and defining a state vector )2[1=D;1xd yields an
equivalent subsystem described by xg=f;(%)+Gy(%)+

T
wa(X,8)+0(r), where = {(Ddﬁd)T,xH . The system in the
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transformed coordinate satisfies the structure requirement
specified in Ref. 22, where it is assumed that for each fault,
there exists a state variable whose evolution is directly and
uniquely affected by that fault. Therefore, this case can be
handled by existing methods, and would not necessitate an
active fault-isolation scheme. In contrast, this work addresses
a more complex scenario, and process nonlinearity is utilized
for fault isolation through a fault-isolation point.

A distinguishing feature of the proposed method is that
control action is utilized for the purpose of fault isolation. In
particular, we propose to move the process to a fault-isola-
tion point upon fault detection, close to which the property
of the fault distribution matrix can be utilized to differentiate
between complex faults. This naturally implies that in the
presence of faults, there should remain sufficient control
effort that enables moving the process to a fault-isolation
point. Note that the proposed method satisfies a very specific
fault-isolation need. In particular, it addresses the kind of
faults, which does not pose an immediate threat to the stabil-
ity or operation of the process. In other words, under the
occurrence of faults, nominal operation could still be contin-
ued (and, under the proposed method, the remaining control
effort allows moving the process in the presence of faults).
The motivation for fault isolation in this case is to catch a
fault before it possibly turns into a bigger catastrophic fail-
ure. Note also that this work does not require a specific con-
trol design. Any robust control law that satisfies the property
stated in Assumption 3 below can be used to move the pro-
cess states.

Assumption 3. For the system of Eq. 1, there exists a
robust control law RC(x) such that given any x(0) € D and
d>0, there exists a finite positive real number 7, such that
x(t) € B, for all >T,., where D C R" and B, is closed ball
of radius d around x.

Assumption 3 establishes the ability to drive the process
states to an arbitrarily small neighborhood of a fault-isolation
point X for any initial condition within some region D in fi-
nite time even under faulty conditions. With this ability
available, the active fault-isolation design is formulated in
Theorem 2. To this end, let 74 denote the time that a fault is
detected, and u, and u; denote the control inputs to stabilize
the system of Eq. 1 at the nominal equilibrium point and a
fault-isolation point, respectively.

Theorem 2. Consider the system of Eq. 1, for which X
is a fault-isolation point and Assumptions 1-3 hold. Then,
given a fault 0; for any j € {1,...,q}, there exist functions
Xiy(t) and Xi,(f) such that if x;(r) & [%;(¢),%;,(1)], then
0i(t)#0 for some t € [t—T,1]. Furthermore, there exists d>0
and T! > 0 such that under the switching rule

_Ju),

=Lty

if x(ty) €D, then for 1> T/, x;(t) € [x;4(1),x:4(¢)] implies
X,‘(l‘) g [)PCV,‘J(I)JZ,'M([)}.

Proof. The proof is divided into two parts. In the first
part, we show that there exist threshold functions ¥,(¢) and
X,(t) such that if the corresponding state measurement
breaches these thresholds, then a fault is isolated. In the
second part, we show that under the switching rule of Eq.
15, for a given fault, if it can be differentiated from plant-
model mismatch, then it can also be isolated as long as

the system state is close enough to the fault-isolation
point.

0<t<ty

> 1y (15)
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Part 1: Consider the following equation

Xi=f;(x)+gi(x)utwi(x, t)+d;(x)0(2)

=)+ gt wi (e, )i, )+ ()0(0) 1O

where /;(x, t)=zz= Lt dix(x)0,(t). Integrating the above
equation over [r—T,] yields

-t

(0= (e=T)=F (6) 70, (1) +E,-(z)+Jr7T dy(x(2))0;(2)de
a7
where
=] o)+ (o) and ﬁ,-<z>=j:”1ik#dik

(x(1))0x(t)dz. The lower and upper bounds on /;(z) are esti-
mated as follows

ﬁ,-,,(z)=J[ S du(al0) Do) (18)

=T j=1 k#j
and
~ [ q A
h,,u(r)=J A (x(2)) D (2)dx (19)
=T k=1 k#j
where
5 Oy, ifdy(x) <0 o Oy, ifdg(x) <0
9“‘{ O, ifdi(0) >0 0= 00 i) > 0°
Let
)E[J(f):xi(l‘_T)‘f‘fi(t)+Wiyl(1‘)+];l~,‘y1(l‘) (20)
and i) =i (=T 7 (1) F 1) i (1) @1

As wi(x(1)) < wi(x(1),7) < wiy(x(r)) for any e [(—T,1]
and Oy < Op < 0y, k=1,..., 4, it follows that if 0,(t)=0 for
any 7 € [r—T,1], then the following equation holds

Xig(t) < xit) < Xiult) (22)

Therefore, x;(f) # [%i(t),%;,(f)] implies that 0(1)#0 for
some 7 € [t—T,1].

Part 2: Given x;(r) & [x;(t),x;4()], there exists d > 0 such
that x;(¢) < Xf,l(l)—dN or x;(r) > x,'_u(t)-&-z;. As 0 is bounded,
there exists d’>0 such that if |d;x(x)| < d" over [t—T.f] for
all k€ {1,...,q}\{j}, then h;;(t) > —d and h;,,(r) < d. For
any k€ {l,....,q}\{j}, since dy (-) is continuous and
dy(¥)=0, there exists d>0 such that |dy(x)| < d’ for any
X € By. Because x(t4) € D, it follows from Assumption 3
that under the switching rule of Eq. 15, there exists 7, > 0
such that x(r) € B, for all + > T,—T. Then, for t > T,, we
have h;(f) > —d and h;,(t) < d. Tt follows that

X,'(t) < x,;/(t)—cz < X,‘J(l‘)‘f‘ﬁ,“](l‘):)zh[(l‘) (23)
or

xi(1) > X () +d > xi 0 () Fhi(£)=%4(2) (24)
which implies that x;(z) & [%;,(), %;.(1)].

Without loss of generality, let {1,...,¢} be an index set
of the states that satisfy the relationship between faults and
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Disturbances

Supervisor

Controller

X —©°
g
’/;" t/r,i
Fault detection
P, f —
P Fault isolation F
Figure 1. Schematic of the active fault-isolation

scheme.

The plant is subject to faults denoted by 6 (actuator
faults and process disturbances treated as faults). A
fault is detected by checking whether some detection
residual r; breaches its threshold #,;, Upon fault
detection, the supervisor shifts the control objective
from operating the process at the nominal operating
point x, to driving it to move toward a fault-isolation
point X. A fault is isolated by checking which isolation
residual 7; breaches its threshold 7, ;.

states at a fault-isolation point. Note that each state is associ-
ated with a unique fault. The implementation of the active
fault-isolation scheme of Theorem 2, with the use of the
robust fault detection design of Theorem 1, is illustrated in
Figure 1 and proceeds as follows:

1. At time t;=kAgpr, k=0, ..., 00, evaluate thresholds

_ i (t) =g (1)

t,i(k) 5 (25)
and residuals
i () T, (8
)= 0 a0 6
for i=1, ..., n, according to Eqs. 5 and 6, where Agp; denotes

the evaluation period (i.e., the time between two consecutive
evaluations).

2. According to Theorem 1, if rj(k) > t,;(k) for some
i€{l,...,n}, then a fault is detected, and let 74=¢; be the

CuisT, F,Cu. T,

time of fault detection if it is the first time that the fault is
detected. Note that x;(#) & [x,-,l(lk),xw (tk)] iff ri(k) > 1, (k).
3. At time #;, evaluate thresholds

 Xiu(t)—xia(t)

thi(k)= A E— @7

and residuals

f,(k): )Ci(fk) 5 (28)

for i=1, ..., ¢, according to Egs. 20 and 21.

4. According to Theorem 2, if 7;(k) > 1;;(k), then a fault 0,
for some j € {1,...,q} is isolated, and let 7, be the time of
fault isolation. Note that x;(ty) & [Xi/(fx), Xiu(t)] iff
7i(k) > (k). Otherwise, go to Step 5.

5. If a fault has been detected (i.e., #;>14), switch the control
law according to Eq. 15. Repeat Step 1.

Remark 6. The idea of the active fault-isolation design
in Theorem 2 is to move the process to a desired region
where the dedicated residuals, denoted by 7;, become
uniquely sensitive to the complex faults. To this end, a
switching rule is designed to, upon fault detection, switch
the control objective of operating the process at the nominal
equilibrium point to driving it to move toward a fault-isola-
tion point. For a given fault, the effect of the other faults on
the evolution of the same process state then can be reduced
to an insignificant level as the process approaches the fault-
isolation point (or enters the desired region around that
point), whereas the effect of the fault under consideration
can still be retained and reflected. The declaration of this
fault is based on a fault detection design by treating other
faults as process disturbances. This is achieved by extending
the fault detection design of Theorem 1. It is also shown in
Theorem 2 that if the fault can be differentiated from pro-
cess uncertainty (i.e., x;(1) & [x;;(1),%;,(1)]), then it can also
be isolated (i.e., x;(f) & [)Z,Ayl(t),i,«,u(t)]) as long as the process
states are sufficiently close to the fault-isolation point (i.e., d
is sufficiently small).

Remark 7. Note that the active fault-isolation scheme of
Theorem 2 differs from the existing results (e.g., Ref. 22),
where FDI are achieved simultaneously. The class of nonlin-
ear systems studied in Ref. 22 naturally are of a favorable
structure allowing the generation of dedicated residuals that
are sensitive to faults regardless of the region where the

Table 2. Process Parameters for the Chemical Reactor

i
! ! Example
i i ______ i Parameter Value Unit
| i | F» 115.90 L/min
| | : ; 14 100 L
! ; | | ko 7.2x10" min”~!
| i i : | E/R 8750 K
: ' 1 T, Y SR O AH —5%10% J/mol
- - o = P 1000 g/L
N I 0.239 J/(g K)
Supervisor UA 5%x10* J/(min K)
Ve 20 L
Figure 2. Schematic of the chemical reactor example. Pe 1000 g/L
The feed to the reactor is composed of two streams at Cpe 42 g K)
. . Caq 1.2 mol/L
flow rate F; and F,, respectively. The cooling stream to c 08 1L
the jacket is at a flow rate F.. The process is subject to A2 ’ mo
. T, 340 K
faults in the actuator for the flow rate F,, the T 360 K
disturbance in the flow rate F,, and the actuator for the 2
Tet 293 K
flow rate F..
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Figure 3. Closed-loop state profiles for the chemical reactor example.

The process is driven to move toward a fault-isolation point upon fault detection according to the active fault-isolation scheme.
The fault is isolated before it approaches the vicinity of the fault-isolation point.

process operates. Because the occurrence of one fault is not
eclipsed by others, the detection of a fault also indicates the
location of the faulty component. As complex faults are con-
cerned, however, the dedicated residuals may not be sensi-
tive to faults in the region where the process operates under
nominal operation, losing their ability as isolation indicators.
Of course if the current operation allows for isolation of
faults (as expected for a well-designed process and for most
of the “expected” faults), the existing FDI schemes can be
used. The applicability of the proposed method is for the
“unexpected”, which, while triggering the fault detection
mechanism (making it obvious that something has gone
wrong) might not allow isolation of the fault under nominal
operation (determining what exactly has gone wrong). The
triggering of the fault-isolation mechanism is, therefore, reli-

150

U I
£ 100
3
u— 50
1 2 3 4
Time (min)

(a)

ant on the “nominal” FDI mechanism, which at least detects
that a fault has taken place, and is an independent fault
detection design (see also Figure 1) activating the control
law for the purpose of fault isolation.

Remark 8. The proposed active fault-isolation design
relies on the ability to drive the process to a fault-isolation
point and the ability to differentiate between faults and
plant-model mismatch. In the presence of input constraints,
an explicit characterization of a stability region (see, e.g.,
Ref. 33) can be used to ascertain the ability to stabilize the
process at a desired operating point from a certain region by
treating faults as process disturbances. In addition to bias or
drift faults, this method is also applicable to the case where
an actuator possibly freezes as long as the remaining func-
tioning actuators can still provide sufficient control action or

10

=
=
4 5
LI_O
% 1 2 3 4
Time (min)

(b)

Figure 4. Prescribed (solid lines) and actual (dashed lines) input profiles for the chemical reactor example.
A fault takes place in F; at time #=0.5 min. The discrepancy between the solid and dashed lines shows the occurrence of the fault.
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Figure 5. Residuals (solid lines) and thresholds (dashed lines) for detecting faults in the chemical reactor example.

A fault is detected at 0.75 min via r; breaching its threshold.

additional control action is available (e.g., through the use of
a backup control actuator) during fault isolation. Note that a
frozen actuator does not lead to an “unbounded” error, as
constraints in the control design or actuator implementation
can be used to determine appropriate bounds on this error. It
should also be noted that the purpose of switching the con-
trol law is to reduce the possible effect of other faults, but
not necessarily to stabilize the process at the fault-isolation
point. An explicit consideration of plant-model mismatch
makes it possible to quantify the effect of uncertainty and
other faults on an isolation indicator. Consequently, even
before the process approaches the vicinity of the fault-isola-
tion point, the location of the fault could be identified (see

the section of illustrative simulation example for an
illustration).
0.05
,: . Faultisolated
l' ‘\
— ! Y
e 'r \‘
1 4
] ~
' S
; I
1
J
0
0 1. 2 3 4
Time (min)

(a)

Remark 9. The idea of active fault isolation can be
extended to handle the case where there does not exist a
single operating point that can make residuals sensitive to
all the faults. For this case, fault isolation can be achieved
by moving the process to a series of operating points.
To illustrate this, consider a system described by
x=f(x)+g(x)ut(x—a)0;+(x+a)b,, where x € R and a>0.
In this example, there does not exist a single point at which
the effects of 0; and 0, on the evolution of the system state
can be simultaneously eliminated. For this system, we
can switch the control law to, upon fault detection,
sequentially operate the system at point x=—a and x=a, at
which isolation of faults 0, and 0, can be carried out,
respectively. We also consider a system described by

i=f(x)+g(x)u+(x>+1)0,+0,, where x€R. In this

G 1 2 3 4
Time (min)
(b)

Figure 6. Residuals (solid lines) and thresholds (dashed lines) for isolating faults in the chemical reactor example
in the presence of the active fault-isolation scheme.

A fault in F is isolated at 1.325 min via 7; breaching its threshold.
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Figure 7. Residuals (solid lines) and thresholds (dashed lines) for isolating faults in the chemical reactor example

under nominal operation.
The residuals are not sufficiently sensitive to faults in the absence of the active fault-isolation scheme.

example, there does not exist a point at which the effect of
0, or 0, can be eliminated. To differentiate between their
effects, we can operate the system to move away from the
origin to amplify the possible effect of 0, facilitating isolation
of the fault 0,. Isolating the fault 0, will require operation at

0.5

-

©

£ ooshimm
(@]

OO 20 40 60 80 100
Time (hr)
(a)

O0 20 40 60 80 100

Time (hr)
(c)

0.5

0.4

(mol/L)

~ 0.3

C

the origin, at which the effect of 0; on the evolution of the
state is minimum. The fault 0, can only be isolated when its
actual effect exceeds the possibly extreme effect of 6;.
Remark 10. Accurate and timely identification of a fault
is required to trigger the implementation of active FTC

8

C, (moliL)
(o]

40 20 40 60 80 100
Time (hr)
(b)

C_(mol/L)

2O 20 40 60 80 100
Time (hr)
(d)

<
- 350
}_

345O 20 40 60 80 100
Time (hr)

Time (hr)
(e)

Figure 8. State trajectories for the solution copolymerization reactor in the absence of active fault isolation.

The process states evolve around the nominal operating point even after the fault takes place.
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Figure 9. Prescribed (solid lines) and actual (dashed line) input trajectories for the solution copolymerization

reactor in the absence of active fault isolation.

A fault takes place in Q, at time #=40 h. The discrepancy between the solid and dashed lines shows the occurrence of the fault.

schemes, such as control reconfiguration (see, e.g., Refs. 34
and 22) or safe-parking (see, e.g., Refs. 35-37), as a prereq-
uisite. In the case of control reconfiguration, an appropriate
backup control configuration that does not use the failed
actuator is used to preserve nominal operation. If backup
control actuators are not available, safe-parking techniques
can be used to operate the process at an appropriate tempo-
rary operating point (which is referred to as a safe-park
point), starting from where nominal operation is resumed
upon fault repair. To implement these fault-handling meth-
ods, information on the location of faults is needed to choose
a backup control configuration or a safe-park point. Without
the ability to isolate complex faults, however, the aforemen-
tioned fault-handling techniques may not be able to deal
with faults effectively.

Remark 11. Note that while the faults considered in this
work are additive, they encompasses actuator faults and dis-
turbances practically encountered in a well-designed control
system. Given that control-affine systems represent a general
class of nonlinear systems in the context of chemical process
control, actuator faults typically enter the system in an affine

AIChE Journal July 2013 Vol. 59, No. 7
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manner. Furthermore, to ease the control design for operation
under fault-free conditions, the manipulated variables could
be appropriately chosen to make the concerned faults enter
the system additively (i.e., to eliminate the possible multipli-
cative effect of actuator faults and disturbances). Note also
that the idea proposed in this work could in principle be uti-
lized in the context of sensor fault isolation, where at the
nominal operating point, certain magnitudes of sensor faults
could be indistinguishable from each other and the process
would need to be moved to a different operating point to
enhance fault isolation. An additional consideration in such a
scenario would be to account for the effect on the state esti-
mation (often a component of sensor fault-isolation schemes).

lllustrative Simulation Example

In this section, we consider a CSTR example, where an
irreversible elementary exothermic reaction of the form A —
B takes place. The feed to the reactor is composed of two
streams, as shown in Figure 2. One stream consists of reac-
tant A at a flow rate Fy, concentration Cp;, temperature T,
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Figure 10. Detection residuals (solid lines) and thresholds (dashed lines) for the solution copolymerization reactor
in the absence of active fault isolation.
The fault is successfully detected at time 74=44 h via rs breaching its threshold.

and F; is adjustable. The other consists of reactant A at a
flow rate F,, concentration Cp,, temperature 15, and F, is
fixed under fault-free conditions. A cooling jacket is
equipped to remove heat from the reactor. The cooling
stream going to the jacket is at a flow rate F. and tempera-
ture T.r. The mathematical model of this chemical reactor
takes the following form

2
: F;
Ca= ZV(CA, Ca)—koe E/RTRCy
2
. F; (—AH) . UA
Tr= ) —(Ti=Tr)+ koe E/RTRC\ — Tr—T.
R ;V< R+ ke A ey TR Te)
. F. UA
Te= — (T —Te)+ (Tr—Te)
Ve pccpcvc

(29)

where C, is the concentration of species A, Ty is the tem-
perature in the reactor, 7. is the temperature in the cooling
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jacket, V is the volume of the reactor, ko, E, and AH are the
pre-exponential constant, the activation energy, and the
enthalpy of the reaction, respectively, R is the ideal gas con-
stant, p and c, are the density and the heat capacity of
the fluid in the reactor, respectively, U is the overall heat-
transfer coefficient, A is the heat-transfer area of the CSTR,
V. is the volume of the cooling jacket, and p. and cp
are the density and the heat capacity of the cooling
stream, respectively. The process parameters can be found in
Table 2.

The control objective under fault-free conditions is to
stabilize ~ the process at the nominal equilibrium
point Co=0.5 mol/L, Tg=350 K, and 7.=345 K by manipu-
lating u=[Fy,F.]", where 0 <F; <150 L/min and 0 <
F. <10 L/min. The corresponding steady-state values of the
input variables are F;=21.75 L/min and F.=1.14 L/min.
A Lyapunov-based predictive control design of Ref. 33
adapted as follows is used to illustrate the implementation of

the proposed method
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Figure 11. Isolation residuals (solid lines) and thresholds (dashed lines) for the solution copolymerization reactor

in the absence of active fault isolation.
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The residual r; is not sufficiently sensitive to the fault under nominal operation.

u*(-)=argmin {J(x, t, u(-))|u(-) € S}
s.t. )%(r|rk) =f(~(r|tk))+G()Z(‘c|rk))u(t)+g,1: € [te, tx+T)
(

)Z(tk\tk)=x l‘k)
VE(G+0)) < aV(x(n),  if V(x(n) > &
VE(n+0)) <8, if V(x(n)) <&

(30)

where A is the hold-time, #; : =kA, k=0, ..., 00, T is the con-
trol horizon, S=S(#,T) is a family of piecewise continuous
functions (functions continuous from the right) mapping
[t,;+T) into a compact subset of R", a control u(-) in S is
characterized by the sequence {u(#)} and satisfies
u(t)=u(t;) for all 7 € [t, 1, +A), %(t|ty) denotes the state
prediction at time t computed using the initial state at time
tr, X(to|t—1)=x(t), V is a Lyapunov function, and d is a pa-
rameter used to correct the prediction model, which captures
the discrepancy between the current measurement and the
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state prediction made at the previous time. The objective
function is given by

I zk,u<->>=jw @1, +lu(0), |ax

173

(3D

where Q,, is a positive semidefinite symmetric matrix and
R,, is a strictly positive definite symmetric matrix. The mini-
mizing control u'(-) is applied to the system over [t,/+A),
and the same procedure is repeated at the next instant. In
this example, A=0.25 min, T=2A, Q,=diag [10°,10°,10],
R,,=diag[20,100], 2=0.9, ¢'=0.02, and a quadratic control
Lyapunov  function V=x" Px is used, where
0.2546 0.0547 0.0526

0.0547 0.1544 0.0826 | for the nominal equilibrium
0.0526 0.0826 0.3600

point.
Consider the process of Eq. 29 subject to actuator faults in

F, and F., and a process fault in F,; that is, the fault
vector 0(t)= [F 1,15 2,}': L}T, where the tilde denotes faults. It

P=

follows that
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Figure 12. State trajectories for the solution copolymerization reactor in the presence of active fault isolation.

The process is driven to move toward a point that facilitates isolation of a fault in Q, upon fault detection at time 7,=43.65 h.

Ca1r—=Ca Car—Cxy

0
nYre 1l
D(x)= ‘V R 22 R 0 (32)
0 0 ch _Tc
Ve

According to Definition 1, the system has a fault-isolation
point )Z=[CA2,T1,TC}T, with C,=0.8 mol/L, Tg=340 K, and
T.=328.5 K. The corresponding steady-state values of the
inputs are F1=95.87 L/min and F.=3.84 L/min. For this
0.2845 0.0309 0.0432
0.0309 0.1602 0.1123
0.0432 0.1123 0.5062
the control design. The bounds on uncertain variables used
in the FDI design are £5% for ky and —10% and 5% for
UA. The faults are bounded as —20 gﬁ ; <20 L/min,
i=1,2. The fault detection horizon T7'=2A, and the evalua-
tion period App;=A/10.

To illustrate the active fault-isolation design for the
system of Eq. 29 subject to plant-model mismatch, we

operating point, P= is used in
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consider a fault that takes place in the actuator used to adjust
Fy at time #=0.5 min. Specifically, the fault is described as

follows
- [o,
F‘_{ 10,

Furthermore, kq is 2% larger than its nominal value, and UA
is 5% smaller than its nominal value. The process starts
from the nominal equilibrium point. The closed-loop state
profiles with the implementation of the proposed active
fault-isolation design are shown in Figure 3, where the times
of fault occurrence, detection, and isolation are also indi-
cated. It can be seen that the fault is isolated even before the
process states approach the vicinity of the fault-isolation
point. The corresponding prescribed and actual input profiles
are shown by the solid and dashed lines, respectively, in
Figure 4.

To detect faults, the residuals r;, i=1, 2, 3, and the corre-
sponding thresholds for the purpose of fault detection are

ifo<tr<t

ift >t (33)
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Figure 13. Prescribed (solid lines) and actual (dashed line) input trajectories for the solution copolymerization

reactor in the presence of active fault isolation.

A fault takes place in Q, at time =40 h. The discrepancy between the solid and dashed lines shows the occurrence of the fault.

generated, as shown by the solid and dashed lines, respec-
tively, in Figure 5. It is observed that r; breaches its thresh-
old at time 0.75 min, indicating the occurrence of a fault.
Because ry is associated with faults in F; and F», it is only
concluded that a fault takes place in F; or F,. The residual
r» does not breach its threshold, because the fault and uncer-
tainty counteract the effect of each other in this specific
example. The residual r; serves as a dedicated residual for
F.. It is also seen from Figures 5a,b that some residuals
evolve sharply in the sense that they first approach zero and
then increase. The sharp changes are mainly because of the
way that the residuals are defined. Note that each residual is
defined as the norm of the difference between the state mea-
surement and the average of the lower and upper bounds. As
there is a possibility that the state measurement goes across
the profile of the average of the bounds, a residual may first
approach zero and then increase at a similar rate in terms of
its absolute value.

To isolate faults, the supervisor dictates switching the
controller to drive the process to move toward the fault-
isolation point X. The residuals 7| and 7, and the corre-
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sponding thresholds for the purpose of fault isolation are
shown by the solid and dashed lines, respectively, in Figure 6.
It can be seen that before the switching, 7; and 7, are below
their thresholds, and after the switching, both the thresholds
decrease as the process approaches the fault-isolation point.
Furthermore, 7 breaches its threshold at time 1.325 min,
indicating the occurrence of a fault in F;. Although they are
dedicated residuals, 7/; and 7, are not sufficiently sensitive to
faults (i.e., the residuals are below the thresholds) under
nominal operation, as shown in Figure 7. In contrast, they
become sensitive to faults after the switching in the presence
of the proposed active fault-isolation scheme, as shown in
Figure 6.

Application to the Solution Copolymerization
Reactor

We first show that faults may not be isolated under nomi-
nal operation. At the nominal operating point, the fault dis-
tribution matrix normalized for each row is evaluated as
follows
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Figure 14. Detection residuals (solid lines) and thresholds (dashed lines) for the solution copolymerization reactor
in the presence of active fault isolation.
The fault is successfully detected at time 73=43.65 h via r5 breaching its threshold.

—0.0297 —0.0297 —0.0297 —0.0297
—0.4682 —0.4682 —0.4682
—0.0004 —0.0004 1.0000 —0.0004 —0.0004
—0.2723 —0.2723 —0.2723 0.8387 —0.2723
—0.0187 —0.0187 —0.0187 —0.0187 0.9993 0

0.0054 0.0054 0.0054 0.0054 0.0054 0.9999

(34)

0.9982
—0.4682 0.3507

[=Neleie)

D=

It can be seen that the element in the first row and first col-
umn is approximately equal to one, which is much larger
than the others in the same row. This implies that the effect
of the fault in Q, on the evolution of C, is much more sig-
nificant compared with the others. Therefore, we use the dif-
ferential equation for C, to generate the residual 7| as an
isolation indicator, which should be sensitive to this fault
under nominal operation. Similarly, residuals 73, 7's, and 7
are generated using the differential equations for C;, C,, and
Tr for faults in Q;, Q,, and T, respectively. Note that the
differences between the element in row 2 (row 4) and
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column 2 (column 4), and other elements in the same row
are not significant compared with other rows in the fault dis-
tribution matrix of Eq. 34. Therefore, the isolation residuals
designed for faults in Q, and Qg using the differential equa-
tions for C, and Cy; may not be enough sensitive to those
faults under nominal operation. To show this point, we con-
sider a fault taking place in Q) at time #=40 h, which is
described by

if0 <t <t

i1 1 35

0,
92:{ —15[1—e2071)],

It can be seen from Figures 8 and 9 that the process states
sill remain around the nominal operating point after the
fault takes place, with inputs deviating from where they
were before the fault occurrence. The fault detection resid-
uals r;, j=1,...,6, are generated using the corresponding
differential equations. To reduce false alarms caused by
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Figure 15. Isolation residuals (solid lines) and thresholds (dashed lines) for the solution copolymerization reactor

in the presence of active fault isolation.

The fault is isolated at time #,=54.25 h via 7, breaching its threshold.

measurement noise, a fault is declared only when 90% of
the residual values breach the corresponding threshold for
20 successive evaluations. Because measurement noise
affects the residual s much more than uncertainty, this re-
sidual is relaxed by 0.01 to reduce false alarms. As shown
in Figure 10, the fault is first detected at time #4=44 h
through rs breaching its threshold. In addition, residuals r,
and r, also breach their thresholds. However, none of the
isolation residuals breach their thresholds, as shown in
Figure 11. This is because the effects of faults in Q, and
other inputs cannot be well differentiated under nominal
operation as explained earlier.

We next show that the fault considered earlier can be iso-
lated through active fault isolation for the solution copoly-
merization reactor. It can be seen from Eq. 14 that to
amplify the effect of the fault in Q, (Q,) on the evolution of
C, (Cy), one can operate the process at a point where C,
(Cy) is much smaller than its nominal value. To this end, we
decrease the flow rate of monomer B to 15 kg/h and increase
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the flow rate of solvent to 60 kg/h at steady state, respec-
tively, while keeping the others unchanged. This leads to an
operating point at which C,=4.340 X 107! kmol/m?,
C,=1.457 kmol/m>, C;=3.340 X 1073 kmol/m>, C,=7.042
kmol/m?®, C,=5.610 X 10! kmol/m>, and Tr=346.1 K. At
this operating point, the fault distribution matrix is evaluated
as follows

0.9946 —0.0517 —0.0517 —0.0517 —0.0517
—0.1579 0.9488 —0.1579 —0.1579 —0.1579
—0.0006 —0.0006 1.0000 —0.0006 —0.0006
—0.4790 —0.4790 —0.4790 0.2865 —0.4790
—0.0289 —0.0289 —0.0289 —0.0289 0.9983 0
0.0144 0.0144 0.0144 0.0144 0.0144 0.9995
(36)

D=

(=Moo

It can be seen that the element in row 2 and column 2 is
much larger compared with others in the same row. This
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implies that at this point, the corresponding residual should
be more sensitive to the fault in Q) than at the nominal oper-
ating point. For this case, the state and input trajectories are
plotted in Figures 12 and 13, respectively. The fault is first
detected at time 73=43.65 h through rs breaching its thresh-
old, as shown in Figure 14. Upon fault detection, the control-
ler is switched to drive the process to move toward the
aforementioned operating point. As the process approaches
the desired operating point, the threshold for the fault in Q)
decreases (see Figure 15). Consequently, the residual 7,
becomes sensitive to the fault, and the fault is successfully
isolated at time #,=54.25 h via 7, breaching its threshold. If
no faults were isolated, the supervisor would subsequently
dictate operating the process at a point that favors isolation
of a fault in Q, by following the same idea as illustrated
earlier.

Conclusions

This work considered the problem of designing an active
fault-isolation scheme for nonlinear process systems subject
to uncertainty. In particular, the faults under consideration
include bounded actuator faults and process disturbances that
affect the evolution of the same process states. The key idea
of the proposed method is to exploit the nonlinear way that
faults affect the process evolution through supervisory feed-
back control. To this end, a dedicated fault-isolation residual
and its time-varying threshold were generated for each fault
by treating other faults as disturbances. A fault is isolated
when the corresponding residual breaches its threshold.
These residuals, however, may not be sensitive to faults in
the operating region under nominal operation. To make these
residuals sensitive to faults, a switching rule was designed to
drive the process states, upon detection of a fault, to move
toward an operating point that, for any given fault, results in
the reduction of the effect of other faults on the evolution of
the same process state. This idea was then generalized to
sequentially operate the process at multiple operating points
that facilitate isolation of different faults for the case where
the residuals are not simultaneously sensitive to faults at a
single operating point. The effectiveness of the proposed
active fault-isolation scheme was illustrated using a chemical
reactor example and demonstrated through application to a
solution copolymerization of MMA and VAc.
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